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MEMORANTUM FOR: Deputy Dirzctor of Cenival Inteliigance
FROM: Anthony A. Lapham

General Couunsel

SUBJECT: A Review of Issues Re Guidance to Employees on Legalities

1. In your note to me dated 27 August, you referred to the "general
problem of our ability to communicate to employees what is and is not permis-
sible activity under guidelines established by the Executive Order and as
they are evolving in the Congress, the Courts, the Intelligence Oversight
Board, and elsewhere." You asked that I take the lead in bringing this
subject before the EAG, and you identified three questions for discussion:

a. What guidance is available to employees explaining our-
current unders:znding of the issues of propriety or legality they |
may face? : ' i

b. Is the available guidance sufficiently clear at this point
that a "reasonable man" can proceed with an assignment with a .
good understanding of where he could face problems? i

c. Do the answers to these questions suggest the need for
additionul steps to improve the downward flow of information? »
If so, what should we do? If not, what interim advice can we
provide? '

2. The Agency of course derives its basic authority from the National -
Security Act of 1947 2nd the CIA Act of 1949, and from the implementing NSCIDs,
DCIDs, and Execuiive orders, principally E. O. 11905, which contains both -
the most complete stztement of the activities in which the Agency is authorized
to engzge and the most complete set of explicit restrictions applicable to those
activiies. These external mandates are translated into intérnal guidance in
the form of Headquarters and field regulations (a total of five volumes) , Head-
quarters and field notices, and Headquarters and field manuals, which collec—-
tively make up the Agency regulatory system -- that is, the system_of written
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policies and procedures that apply on an Agciicy-wide basis. The administra-

tion of this system is ilie responsibility of 'c' DDA. In addition, theve are
numercus directives, informational noticeo, o nyplanatory and in*urpretative

materials issued by it:: Directorates, in:l»':_w-f.pw t offices, and othxer components,

21l intended for the :.i'dance of personiiz! r:'x,: the supervision ¢ "I issuing
~fficials. Formal tr-iing courses and va:iuo : =d hoc technigues =i contribute
in the sum total of % I';i'fgrmation that is =% Lle to employess ra: ting the
Agency's proper furnzions and the limiis ¢f povaissible activity . hicieover,

ome further contribution along these lincs has presumably been i by widely
Pabncned material, ;,..;«vh as the final repovis of ihe Rockefeller Conimission or

Church Committee, but obviously we can do o more than note the potential
educational value of those reports. We can hardly claim that they are elements -

. of our scheme of control and management.

3. An appraisal of the overall quality of the Agency's internal guidance
system would be an enormous undertaking. To begin with, there are no text-

 book definitions of quality in this context, and the apparently appropriate

standards are to some extent in competition with each other. Assuming that _
the ultimate objective is to communicate effectively to employees the information
they need to have in order to conduct themselves within the bounds of legality
and propriety, it seems to me that our system should sa’nsfy the followlng
criteria: o
'* a. Completeness. This standard has to do with coverage. Is
guidance provided on a broad enough range of matters? Does it deal
in affirmative terms with what is permltted as well as in negative
terms with what is prohibitted? -
,l
b. Accuracy. Thls standard has to do with vahdlty of content.
~ Is the guldance lecrally correct? : : ,

c. Clarity and simplicity. This standard has to do with style
and succinctness. Is the guidance understandable and has an effort '
been made to separate the essential from the nonessenhal"

d. Organization and emphasis. This standard has to do with
format. Is the material arranged and indexed in such a way as to
facilitate its use, and is the more important guidance highlighted
somehow so as to be consplcuous to the employee even if he notlces o

nothing else?

e. Re_levance. 'By my conception, this standard has to do with
distribution. Does the guidance go to those who have a true need for
it in the performance of their duties, and not to those who could fairly -
regard it as irrelevant extra reading?

: 2 :
Approved For Release ‘2004I1 2/20 : CIA-RDP79M00467A000300130020-3

P



-

STATINTL

Approved For Release 2004/12/20 ; CIA-RDP79M00467A000300130020-3 »

f. Currency. This standard is closely related to the accurac
), y

standard. s the guidance reviewed periodically and updated when it
has bee"z overtaken by events (judicizl decxslons OGC opinions, etc. )?

Paootration and impact. i35 standard has %o do writh results.

o
[ =g

Does the z7wzm work? How is it peo- ':=-,:;x'ed by the employc=s? ‘Do they

think thev 2ro at sea without sufficieni zuidance or do they [eel sna.rled

up in ovzrly complex and bureaucrziic procedures? B :

3

4. Itmight wzll be that it would make sense to take a fresh look at the
whole of our regulziory system in light of the standards I have outiined or .
some better standards that might be devised. ButI think at this point it would -
be unwise to invest in such an ambitious project. There certainly would be no
early returns, and in any event it is not now demonstrable that we face a
serious problem with respect to our whole program of internal guldance, let
alone a problem that calls for massive reform. -

5. Inmy judgment any initial inquiry should be more narrowly c:orﬁirégl.N;Tl.—;
It would focus, in my view, on E.O. 11905, and particularly Section 5 of that
order, which deals with restrictions on intelligence activities, and o
which'incorporates, and to some extent elucidates, the Section 5 restrictions
(and includes as annexes the various procedures approved by the Attorney

‘General pursuant to Section 5 or other provisions of the Executive Order) and

then goes on to spell out other restrictions, relating for example to polygraphing .

or relationships with the press and the clergy, not found in the Executive Order =
but rather based on the conclusions of the Rockefeller Commission or on our -

own perceptions of proper restraints on intelligence activities. : :

6. There are a2 number of considerations that support the appropriateness

of an inquiry into the question of whether, so far as concerns E.O. 11905 and
we have adequately communicated the message to the troops, and

whether the guidance we have provided needs to be supplemented. First,
E.O. 11905 stands in effect as our charter, reflecting in more or less specific )
terms the Executive branch understanding of the broad generalities expressed - -
in the National Security Act of 1947. Therefore, the provisions of the Order :
are not in any sense of incidental or secondary importance. They are funda~ h
mental. Second, the restrictions set forth in the Order are addressed to the .
very issues, mainly having to do with the privacy rights of U. S. persons
and the independance of U. S. institutions thought to be threatened by CIA,
that beczme the mzjor center of public controversy and concern in the recent
period of investigztion. As a consequence of this fact, the flash potential of
any violations is very high, and if we are not vigilant in our internal enforce- »

)m‘

ment, we will have to pay yet another heavy price in public and congressional
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o reaction. Sweeping legisiation is apt to be “he outcome if we are unable io
rzanage ourselves under the Executive Oxcev. Third, the restrictons are
..t the straightjack.: that is often supposs. and the Executive Order may

crin wider acceptann: wad nppear less fri.:~tening if we can succeed ior _
rialiing its provisions .learly understood. > nad fourth, from a public relations
=tundpoint, if not becnuss of the public conmimmants that have been made both

3

-y you and by tha DT, »we cannot afford no: to be in a position to assert with
-onfidence that our employees have been iuliy and carefully instructed as'fo__ _ -
the nature of applicable restraints on intelligence activities. ' STAT|NTL" o

7. My impression is that our efforts to communicate the E.O. 11905
message to the field have been somewhat haphazard. Asan example, HR
has not yet been converted into a field regulation. Implementing guidance B
has thus been left to the Directorates, independent offices, and other components.
In some cases, as I understand it, the restrictions set forth in Section 5 of
E.O. 11905 have been communicated to the field, together with the various
procedures approved by the Attorney General, but the other restrictions -

STATINTLlenumerated in H have not been so communicated. So far as this basic
guidance is concerned, I think some centralized effort and direction is probably .
required.. C

: 8. For the rest, o far as concerns guidance on matters other than those
STATINTWith which[ — ]deals, my instinct is that it would be a mistake to issue -
broadside new sets of directives which would go to all employees and would -
attempt to summarize all of the rules applicable to any and 2ll of the duties '
faced by the totality of our employees. Employees in the business of dissemi~
nating are not in the business of recruiting agents and do not need to know the
rules that the recruiter must know. Employees engaged in recruiting are not
involved in procuring egquipment and do not need expertise as to the rules
applicable to those who are so engaged. I suggest that the solution might
take the form of develosing a machinery which would be responsive to the
guidance needs of categories of employees. Perhaps we should establish a
group or committee with representatives from the Directorates, the General
Counsel, a2nd perhaps other components. The Directorate representative -
would be zble to indicate the areas which categories of employees in his
Directorate find troublesome. " The group and, in particular, the General
Counsel representative would attempt to develop statements which could be ’
related to ihzt category of employees and which would be in the nature of a
manual for them by which they would know how to perform their duties. "'The
group would setoutin non-legal terms, and hopefully in brief form, instruc-
tions usaful for case officers, other instructions useful for procurement officers,
etc. The instructions would reflect both legal requirements and "pro'priety"
considarations, and would distinguish between the two. The program could

4
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_ that when, for example, 2 new court decision iz issued or E.O. 11985 i3
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go forward onQontinuing basis, with the most goublesome arsas of activity

receiving priorliy attention. The guidance doc;u‘r:ts should b2 s¢ orgzunized

revised or for other reasons the governing rules change, the standing instruc-
tions to the employezs whose duties are afizcted by the new rules could he and
would be quickly modified and made availabiz lv those employees. fIz'x <Ef§fAT|NTL'
lcose~leaf manuals, with periodic updating, could be developed. T

- Anthony A. Lapham -




TERNAL USE ONLYY' - ——
)0467‘0300130020-3 | Rrortive Topiniey
~ = 50!

Approved For Itm

27 August 1976

NOTE FOR: General Counsel
SUBJECT : Review of Issues re Guidance to Employees on Legalities

Tony:

We have talked in the EAG about the general problem of our ability

to commmicate to employees what is and is not permissible activity
ed by the Executive Order and as they are

under guidelines establish

evolving in the Congress, the Courts, the Intelligence Oversight Board,

and elsewhere. I understand the wisdom in your reminder that experience

and the passage of time are required to give meaning to regulatory words

and that there can be peril in precipitous efforts to define such words.

At a minimum, however, I am convinced that it is very important for us
that we are commmicating to

to try in every reasonable way to ensure
our people some understanding of the restrictions and permissions they

confront, even if precision is not possible. I believe our people
would be as impressed and as understanding as I was, for example, in
‘hearing your wise disquisition to the EAG on this point earlier this

week. :
I would like, therefore, to ask you to take the lead in bringing

a discussion of this subject before the EAG. It may well be that one

session will not be enough, but to get the ball rolling, I would like o

initial discussion to include the following points:
1) What guidance is available to employees explaining
our current understanding of the issues of propriety or
legality they may face?

2) Is the available guidance sufficiently clear at this
"reasonable man'' can proceed with an assignment

g of where he could face problems?

P
e P,

ur

S

point that a
with a good understandin

3) Do the answers to these questions suggest the need for "'
additional steps to improve the downward flow of information? e
If so, what should we do? If not, what interim advice can we ;

provide.

I know this is not an easy assignment, but I also know we can count
ou to illuminate for us a very difficult and complex problem area. Yook
duled an EAG session on this for 9 September. Bz; ’

on y
We have tentative sche :
cause John Waller is also interested in this issue, I will ask him t0 S«
attend this session as well.
STATINTL
STAT
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